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I.INTRODUCTION
The computational system for information storage and maintenance is a resource that is increasingly critical for achieving organizational objectives and goals. For many computer users, networks represent a new age in human communication. Anonymity in communication, for instance, especially through the Internet, insinuates that the computer network is a safe place, devoid of illicit practices. Sadly, this utopian viewpoint is naive, as criminal practices occur in cybernetic space at unprecedented levels. Cyber intrusions do not possess a front line for defense; the battlefields are anywhere in the world with global network access. The possible vulnerabilities and the threat forms are dispersing at high rates. Whereas these avenues were accessible only by specialists early on, nowadays they are available freely over the Internet. The time has come for contemplating ways to combat these new types of crimes that are unique to the virtual world.
Intelligent agent's technology radically changes the way the user, also called the client, accesses the computer, allowing the software to become the client's assistant. This technology should still approximate more the user to computer. Thus, intelligent agent technology is an area of great research interest toward developing new applications, as it exposes the user to methods derived from concepts of the Distributed Artificial Intelligence (DAI). In classic Artificial Intelligence (AI) approaches, the emphasis of the intelligence is based on individual human behavior, and the focus of attention returns to knowledge representation and inference methods. DAI is already based on social behavior and its emphasis is for cooperation, interaction and knowledge-flow among different units. In distributed resolution problems, the agents cooperate with others, dividing and sharing Abstract: The purpose of this paper is to introduce a synthesis based on a multi-agent systems (MAS) approach with a practical case used to fight cyber intrusions. This approach is a promising way to devise systems based on mobile intelligent agents in which the production of a globally shared plan is obtained by a partial-order model. Additionally, adopting MAS requires the ability to verify the properties of cyber crimes. Therefore, this work seeks to understand and describe the research community and society in general regarding the problem of cybernetic intrusions and how to combat them using the mobile intelligent agent technology that navigates under computer networks.
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knowledge about the problem and the process of obtaining a solution. In this approach, the agents are specifically projected to solve problems or classes of problems, coordinating defined actions with project timelines. In multi-agent systems, the planner does not return his attention to the unique specific problem, but rather to a specific domain. In this approach, the idea consists of coordinating the intelligent behavior of a group of mobile autonomous agents, whose existence was established prior to the specific problem. Agents need to ratiocinate about actions and process coordination. Their architectures are more flexible and the organization system is amenable to changes seeking to adapt to the environmental variations surrounding the problem to be solved.
Therefore, this work seeks to explain, to the research community and society in general, the problem of cybernetic intrusions and how to combat them using the mobile intelligent agent's technology that navigates under computer networks.
II.Definitions of Agents
In general, agents are referred to as real or virtual entities that emerge in an environment in which they can make decisions, are capable of noticing and representing, at least partially, this environment and that are capable of communicating with other agents autonomously. These characteristics are consequences of an agent's observation, knowledge and interaction with other agents. An agent is a cognitive entity, can be activated and is autonomous. That is to say, an agent has an internal decision-making system that acts globally, around surrounding agents, and is capable of working alone. An agent possesses perception mechanisms to comprehend its environment. The technical definition of an agent is that of a software program that aids the user in accomplishing some task or activity. Although there still is not a consensus on a formal definition of an agent in this context, some expected characteristics have been established.
A. Expected Characteristics of Agents
Some attributes that characterize agents in the cybernetic world are:
Mobility-an agent's ability to move in a computer network; Helpful-the agent does not have contradictory objectives, and the agent will always attempt to perform the requested task; Rationality-the agent will act to achieve its objectives;
Adaptability-an agent has the ability to adjust to the habits, work methods and preferences of its user;
Collaboration-an agent should not accept and execute instructions without considerations, but it should take into account that the human user commits mistakes, omits important information and supplies ambiguous information. In this case, an intelligent agent should check these occurrences and ask questions of the user.
B. Appropriate Application for Agents
Some application areas for the use of the agent's technology are presented as follows:
Safety of Nets: This is one of the most promising areas in which to utilize the mobile intelligent agent's technology. The growing use of architectures in networks and distributed systems has elevated the complexity of systems in operation, mainly in local networks. The majority of agent architectures are not intelligent. However, intelligent systems would find many applications in higher levels of abstraction, for instance, learning how to react to certain behavior patterns in systems. Moreover, agents could also be used in the dynamic administration of complex configurations.
Access and Mobile Administration: In the event that computation becomes more and more distributed and diffuse, a user's requirements will likely turn toward mobile technologies, such as wireless communications. Agents can connect the users starting from any location and still not suffer the restrictions of band-width per time imposed by the telecommunications agencies.
Electronic Mail and Messages: Agents have been used in this area for some time, prioritizing messages and organizing user's electronic mail automatically. The intelligent agent can facilitate all of these functions, for instance through rules that can be deduced from a user's pattern of observed behavior.
Collaboration: It is an area in fast growth where the users work together in documents shared in the network. Here it is a necessity, not just an infrastructure, that allows the robust sharing and scheduling of data and other resources, and also functions to allow team and work production management. The example more acquaintance of this kind is the Lotus Notes;
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Intelligent interfaces: Despite the use and popularity of graphic interfaces (GUIs), many people find computers difficult to use. On the other hand, the number of computer users is growing, and the interfaces are become more and more complex to accommodate documented user habits and preferences. Intelligent interfaces using agents are capable of monitoring a user's actions, and automatically develop a user-friendly model with specific problem-solving abilities.
III. Agent's Simulation
The proposed approach advocates the use of mobile intelligent agents to fight cyber intrusions as a system with which "planner agents" may interact with "recognizer agents" to facilitate their applications. The mobile intelligent agents program was built in Prolog (Arity-Prolog©) to be as generic as possible, and it can be coupled in different applications to gain more cooperation between the human and the machine. This cooperation can be used to provide help, to generate summaries, to complement tasks, to build up a context for use in disambiguating natural language and to correct mistakes.
The following program is a general part of an Agent Case Simulation for Access Control Processor with Priority to Fight Cyber Intrusions using Prolog language.
%---------------------------------------------------------------------% This Prolog program contains the agent simulation model of a single-runway processor % with priority to fight cyber intrusions. %---------------------------------------------------------------------% Enter the following queries to perform simulation runs (If the output does
% not fully shows on the screen, press any key to get the next screen): % ?-simulate(notrigger). % ?-sim_cont(470). % Note that different runs may produce different results due to the % generation of random numbers. % Now re-run with the trigger indicator on, by using the following query, % and inspect the snap-shot display. ). histogram_form((wait-time,runway,(7,0,10))).
IV. Fight Cyber Intrusions
As seen in the previous section, the agent's technology can solve many problems in different ways. In its flagship application, the mobile agents were instructed to solve the problem of denialof-service attacks (DoS or DDoS) in the network, specifically with the transaction's server. In the computer network, band-width is an important factor and sometimes a rare resource in distributed applications. A transaction requested between the client and the server can call for many completed turns on the network. This sort of operation creates a traffic bottleneck, thus consuming a great deal of transmission band. In a system with many clients and invaded systems that is under attack by hackers, the total number of band requests can exceed the allowed readiness capability. This can cause the lowest possible performance for applications that are involved in or stop the entire system, and thus configure an invasion DoS. With the agent searching for the requests 31 José Helano Matos Nogueira or transactions, sending the client's agents to the servers, the flow in the network is reduced. This way, the network will transmit only what the agent finds, thus making the transmission speed the largest proportion of band required. Projected agent's architecture makes decisions on where a functionality part can reside, based on the following (among other factors):
• The number of requests to the server; • The transmission band; • The traffic network; • The number of clients and servers activated.
Architectures based on mobile intelligent agents are potentially much less susceptible to flexibility problems with computational programming in its environment workspace. Certain decisions should be made to improve upon prototype development, as the system is easier to modify after it is made. That proposal of an agent's architecture could support an adaptations network through a new one draw made automatically. This model of agents can also solve problems created by inconsistent or bad connection quality with the network. Currently, some applications in the network are too heavy to complete the transaction or to locate places in which the information is saved. If, for instance, a connection falls, the client should restart from the transaction starting point. With the agent's technology the client can obtain information, even if the connection is not active, by working off-line. Agents can complete the transactions and return the results to the clients when the connection is reestablished. In this capacity, the AI community has been struggling intensely for solutions for more than two decades. The potential for applications in this arena is immeasurable.
V.Conclusions and Future Tendencies
In this work, we presented a mobile intelligent agent study. Additionally, we developed and presented an agent's architecture based on the Prolog programming language to accomplish viable formats with which to fight DoS and DDoS invasions automatically and without human intervention. However, our framework requires adjustments to improve the interface and to enlarge the agent's scope. To accomplish this task, we must predict the agents' paper in the future and design appropriate builds, which are not trivial matters.
Presently, several agent-based applications exist to safeguard computer network user's data. Major Universities, research centers and a considerable number of commercial companies, including IBM and Microsoft, are facilitating safe research with intelligent agents. The Department of Federal Police cannot be excluded from this new technology.
